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1 Lab Overview

This lab will introduce students to a powerful system monitoring software, Open Source Tripwire,
and its usage within a virtualized Linux system, in this case Metasploitable. Students are assumed
to be comfortable using a command line interface.

Students will be working on two tasks:

e Use Open Source Tripwire to scan the system and create an initial database.
e Study tripwire policy file and rules. Add files to the system and use Tripwire to identify the change.

Before continuing, students should have their virtualization environments prepared, metasploitable
and seedubuntu VMs installed and both VMs networked properly. The installation instructions are avail-
able at http://ccf.cs.uml.edu/. Students will be working on the metasploitab le VM.

Please note that this lab assumes VMWare Workstation is being used. The principles are the same among
other virtualization software, but terminology and features may change. Some alternatives to VMWare
Workstation include Virtualbox, VM Ware Player, and Microsoft Virtual PC.

2 Introduction to Open Source Tripwire

Open Source Tripwire is a free software that help users to monitor any changes and secure their
files in their systems. The main idea of Open Source Tripwire securing system is by creating an
initial database that saves result of running a scan of the system and afterwards comparing result of running
integrity check with the result in the initial database.

3 Open Source Tripwire Installation

3.1 Installing Open Source Tripwire with apt-get

Our 129.63.16.178 machine has port 8000 open for proxying of ubuntu repositories. So to install
Open Source Tripwire, we can temporarily set the variable $http_proxy in Bashto "http://
192.168.16.120:8000", update apt—get and install Open Source Tripwire with following
commands:
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sfadmin@metasploitable: echo Shttp_proxy

sfadmin@metasploitable: echo S$SHELL

bin-sbash

sfadmin®metasploitahbhle: export http_proxy="http:--192.168.16.1Z20:8000"
sfadmin@mnetasploitable: echo Shttp_proxy

ttp:r7192.168.16.120: 8000

sfadmin@metasploitable:™5 sudo apt-get update

[zsudo] password for msfadmin: _

Figure 1: Setting Variable and Updating apt-get

sfadmin@metasploitable:™5 sudo apt-get install tripuire_

Figure 2: Installing Open Source Tripwire

Also, we can permanently set the variable \$Shttp_proxyinBashto "http://192.168.16.12
0:8000" and install Open Source Tripwire with following commands:

sfadmnin@netasploitable:™5 echo Shttp_proxy

sfadmin@netasploitable:™$ echo $SHELL
bhinshash

sfadmin@netasploitable:™§ vi .bashrc_
export http_proxy="http:--192.168.16.120:8000" _

" . bashrc" [Hew Filel

" .bashrc"” [Hew Filel 1 line, 47 characters uwritten
sfadmin@netasploitable:™$ exit_

Figure 3: Creating .bashrc File and Setting Variable
logout and relogin, then run following command to install Open Source Tripwire:

sfadmin@netasploitable: ™5 echo Shttp_proxy
http:/-192.168.16.120:8000

sfadmin@netasploitable:™5 sudo apt-get update
[sudo] password for msfadmin:

Figure 4: Installing Open Source Tripwire

While installing, we set site-key passphrase to protect files that could be used across several
systems and 1ocal key passphrase to protect files specific to the local machine.
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Package conf iguration

Get site passphrase
Tripuire uses tuo different keys for authemtication and encryption of
files. The site key is used to protect files that could be used across
several systems. This includes the policy and configuration files.

You are being prompted for this pass-phrase either because no site key
exists at this time or because you have requested the rebuilding of the
policy or configuration files.

Remenber this pass-phrase: it is not stored anywheret

Enter site-key pass-phrase

Get site passphrase |
Please repeat the site pass phrase to be sure you didn't nistype.

Repeat the site-key pass-phrase

Figure 5: Setting site-key

e configuration

Get local passphrase |
Iripwire uses tuo dlff:rent keys for authentication and encryption of
files. The local key is used to protect files specific to the local
machine, such as the Tripuwire database. The local key may also be used
for signing integrity check reports.

You are being prompted for this pass-phrase because no local key file
currently exists.

Remenber this pass-phrase: it is not stored anywheret

Enter local key pass-phrase

Get local passphrase
Please repeat the lucul pass phrase to be surc you didn't mistype.

Repeat the local key pass-phrase

Figure 6: Setting local key
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After this, we have Open Source Tripwire installed.

conf iguration

{ Get local passphrase |

Tripuwire has been installed

The Tripwire binaries are located in susrssbin and the database is
located in svar/lib/tripuwire. It is strongly advised that these
locations be stored on write-protected media (e.g. mounted RO floppy)d.
See /usr/share/doc/tripuire/README.Debian for details.

Figure 7: Open Source Tripwire Installed

3.2 Installing Open Source Tripwire from Source Code

For systems that are out of Ubuntu support term and can not run apt—-get successfully, we can use
command

sfadmin@metasploitable:™5 wget http:~--voxel.dl.sourceforge.netsproject-tripuire

tripuire-src/tripuwire-2.4.2.2/tripuire-2.4.2.2-src.tar.bzZ_

Figure 8: Download Installation

to download Open Source Tripwire installation package fromhttp://voxel.dl.sourcefo
rge.net/project/tripwire/tripwire-src/tripwire-2.4.2.2/tripwire-2.4.2.2-
src.tar.bz2, run following command to decompress the package

sfadmin@netasploitable:™5 lIs

ripuwire-2.4.2.2-src.tar.bzZ uvulnerable
sfadmin@metasploitable:™§ tar xjuf tripwire-2.4.2.2-src.tar.bzZ_

Figure 9: Decompress Installation Package

Then use . /configure command to create aMakefile, make the file and finally make install
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sfadminmetasploitable:™
ripuire-2.4.2.2-src  tripuire-2.4.2.2-src.tar.bz2
sfadmin@metasploitable:™5 cd tripwire-2.4.2.2-src
sfadmin@metasploitable: " /tripuire-2.4.2.2-src§ ls
config.h.in COPYING MAINTAINERS
conf ig.=sub install Makefile.an
hangelLog conf igure INSTALL Makefile.in
OMMERCIAL configure.in install-sh man
onfig.quess contrib lib missing
sfadmin@metasploitable:"/tripuire-2.4.2.2-src5 sudo
sfadmin@metasploitable: " /tripwire-2.4.2.2-src$ ls
clocal .md config.h.in contrib MAINTAINERS
i config.log COPYING Makefile
hangeLog config.status install Makefile.am
OMMERCIAL conf ig.=sub INSTALL Makefile.in
onfig.quess configure install-sh man
onfig.h conf igqure.in lib missing
sfadmin@metasploitable:"/tripuwire-2.4.2.2-srcS sudo
sfadmin@metasploitable:“/tripuire-2.4.2.2-src5 sudo

Figure 10: Installing Open Source Tripwire

vulnerable

mkinstalldirs
policy

Erc

TRADEMARK
tripuwire.spec
.conf igure_

mkinstalldirs
policy

src

stamp-hl
TRADEMARKE
tripuwire.spec
nake_
make install_

After we get installation running, the procedure is very similar to what we had in the previous installa-

tion.

4 Detection of Changes in a Computer

In this section, we introduce how you configure tripwire to build a baseline database of files in a system and
then check later what are changed in this system. A lot of configuration options are ignored. It is students’
discretion to make sure tripwire is configured right to detect file change in their systems.

5 Initializing Open Source Tripwire Database

Run command

nsfadmin@metasploitable: /usr/sbing sudo ./tripuire —--init

[sudo] password for msfadmin:

Please enter your local passphrase:

Parsing policy file: setcstripuirestuw.pol
erating the database...

wx% Processing Unix File System sesx

Figure 11: Initializing Tripwire Database

and enter the local passphrase that we set during installation, then the Open Source Tripwire

starts to scan files and initialize its database.

rote database file: svarslibstripwiresmetasploitable.tuwd

The database was successfully generated.

Figure 12: Database Initialized
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Now the Open Source Tripwire has its initial database set up and it will use this database to
secure the system by comparing check result to this database and seeing if any changes have taken place in
the machine.

6 Finding Out File Changes on Monitored Machine

Let us first simulate a hacking event using Metasploit on another machine to attack the one that we just
used Open Source Tripwire to set up an initial database. When the attack succeed, we make a file
change by creating a file named t ripwiretest on the victim machine.

Figure 13: Making File Changes

Now werun Tripwire Integrity Check with following commands on the victim machine.

nsfadmin@metasploitable:/usrs/sbing sudo .-stripuwire --check
’arsing policy file: setcstripuwirestuw.pol

»x% Processing Unix File System s
Performing integrity check...

Figure 14: Tripwire Integrity Check

Having the Tripwire Integrity Check done, we using command
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ido twprint --print-report -r

Figure 15: Viewing Report

to see the Tripwire Integrity Check report. The report is very detailed, but if we read it
carefully enough, we can still find out that the file we created on the victim machine is shown in the report.

root
Thu Oct 2 ‘ £7:39 PH EDT
Heve

yloitable. twd

tion: Unix File 3
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found:

Figure 16: Report Summary
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ion files (retc)

odified object name:

Property: ixpecte Observed

#» Modify Time Z5 25 PH EDT
Thu 25 ODct Z01¢

Figure 17: File Change Is Shown

7 Task

The tutorial above only covers the basic configuration and use of tripwire. To make the best of tripwire,
students should study tripwire’s policy file, which specifies how Tripwire software monitors the system. This
file consists of a list of rules which specify system objects (directories and files) to monitor, and describes
which changes to the objects should be reported and which ones can be ignored.

Please study Tripwire policy file reference at http://linux.die.net/man/4/twpolicy and tripwire’s policy
file /etc/tripwire/twpol.txt. Identify folders and files that are not protected by tripwire. Add a file into the
system so that this file will not be identified by tripwire, i.e., the tripwire’s report does not show such a file
is added into the system. Carefully document what have been done and use screenshots to demonstrate the
success. Please also explain why have changed according to the report. Are those changes security threats?
Why?



